) Cou:pufer Architecture

kiobyte (%] lo 3 1,000

kitibyte L] 2" 1,004

megabyte wE |o. 1,000 = 1,000,000

medebyte it 2“ 1004 = 1,048,576

piEatyte s lo Q 1,000 = 1 000,000,000
gitibyte e 230 1,004 = 1,073,741 324
terabyte ™ lo‘z 1,000% = 1 000 000 000,000
tebibyte ] zl. 1,004° = 1,099,511 527,776
petabyte e 10 18 3000 « 1,000,000,000,000,000
peotebyte P8 1‘0 1004 = 1,125,399 906,342 524

processor: It processes data and follows instructions given
data bus: transports data between memory & processor j bi-directional
addvess bus: transports requivea wemory location trom processor to memory ; wni- divectional

memory: stores data omd instructions temporarily for immediate use by the processor

memory (RAM): - volatile
- loses ity data when computer is switched off
- taster data

secondary . Stoves lavge omownts of data that will not be B Y

Stovage " lost when the power Supply is interry pred - | E.

Secondary . = non - volatile . " e

storage " - lonq term Storage [wp to terabyte] 0  p— |
= slower Speed

types: - hard disk drives - . ; m !

= Solid state dives el ———— A B

- flasn drive / usg drives Lportable ]

Tyt U t T8a of dets Up 8o GBs of dets Up 8o TB1 of data
Cogan P

VSB: wsed for powering omd /or communicating with external devices

€9. printers, mouse , keyboards

t.MMu” ic“""q ro“e'i‘” 9 G '..-...: ~—an kst =2t '..»?: *han 1ol tate ::‘m :..r magreti

HOMI: wsed for delivering awdio and video data to Compatible devices
e.9. monitors , Tvs

1

¥

1

H
g
5
4
4

PC1 Express: for Communicating with internal expansion cards
e-9- graphics card

main memory - The purpose is being able to directly access
(RAM) " the processor, and it has volatile storage

Secondary stovage: The purpose is to provide lemg-term storage for files,
and it has non- velatile storage



2. Data vepresentation

Smallest non-negative 2-digit hexadecimal no- : 00
largest 2-digit hexadecimal no-: FF

Common uses for hexadecimal number Systew:
- RGB colour code

- ASCh code

= IP address

= MAC address

two'’s complement:
1. convert to binary form
2. flip an bits

3. Oidl&

Descrive how characters ave represented in binary.

Eoch character hoas o wnique Extended ASCII number value,
which can be regresented up to 29b distinct chavacters- The extended
ASCIl valve of ihe character is converied to @ 8 bit binary number.

3. Logic Gates

—Do—  nor gate De Morgan‘s Theorem:
l- 2 5 11’?
—>— awnp gate 2.7 =A. B

Distributive:
—{o0—— NaAnD gate A-(BtC) = (A-B) 1 (A-C)
At (8.C) = (A1B). (A1C)

A. (8®C) =(A-)D(A.C)
:D— OR oate
$°_ NOR gate

=) >—— xor gate

4. Programwming

parameters
7 function namej
def area (nuw 1, num2): ~veod
X X veturn (numl * num2) with open (*file. a1, v ') as {:
print avea (12,2) f-read (). split (\w')
print Cord ("65")) with open (‘file. txt’, 'w) as f:
\s number to Ietter f.owrite (* *)

print Cchr ("R "))
\s Ietter +0 numper

add variable to dictionory:
scoves [ Jonn'] = 174

remove variapie from dictionary:
del scoves [ *Bala’l

o see an vamhles on seperate lines:
scoves = { ‘Alex’ 176, 'Bala’: 180, 'Siti’: 77}
for name in scores:

XX print (name)



S. Input validation

- ask for input again
- exit the progvam

common validahon checks:

|- Length check
- length of inputs need to
mett Cer tain requirements

2. Range check

= limit fhe input to o
pavticniar vange of vaiues

= uses these opcvators:
- 1ess than (<)
- less than or equen to (<=)
- qreater than (>)
* qreater tham (>=)

3. Presence check
= ensures all the requived inpuis are provided
= uses special functions ov compare inpufs to values
such as None ov an empty strinq (™ ™)

4. Format check
= requives the input to satisfy additionar
Complex requirements

S. Existence check

= checks if the inpur already exists
b Testing and chuggn'na

Types of program errors:
I- Syntax ervor
= Crrors cawsed by incorrect source code

that violate the rules of the language

e.9. - spcllin? mistakes [ case sensitivel
= incorv¥ct indentation
- invalid variable nawmes
- incorvect sequence of Symbols

2. Logic error
= errors that cawse the program 10 not behave as expected
€9. — use of a flawed or incomplete algoritnm

3. Run-time errors
= errors that occur while a program is running
€:9- — incorrect use of Commands
- input data that har not been progeriy validated
(stv to int)
= conditions owiside of the program's control

Designing tést (ases:
I- normal conditions
> expected outpwt is printcd out
2. boundary conditions
-> between & rvawge
3. evrov conditions
-> fest smetutng that is out of roange
for data vaiidation

common validation cheécks:

-15diqitt ) = checks for digit

. Startswith ()

- islower( )

-isspace( ) = cheeks if every character

. lower( ) IS a quce

- upperc )

g cmswith( )

. find (")

. isalnum () = checks Bvery chavacter is a
1etrer ovr number

-iSlphal ) = checks if an is 1ettery



7 Aigorithm design

Finding the minimum [moaximum in o list
wlo using the min() or max( ) functions
> minimum_ vaine | maztimum _ value

Splitting withowt .split()
S=input ("' Enter string: ")
delimeter = input (" Enter delimeter: )
result =[] & empty list
current_gl=" "
for char ins:
if char 1= delimeter:
currenf_el t= char
elise:
veswit t= [current_el]
curvent_ el = " " W initialise again !l

reswit t= [current_el]
print (vesult)

8. Software Engincering

Traditional * waterfall model”
|- Gatnev vequivemenis

2. Design  Solutions

3. Write code

4. Test and refine code

5. Deploy code

9. Excel Spreadsneets
S ccilin,.mmh > rounds a humber o i1s Closest wholé number
= floor-math > vounds down

mod ( , )= returns remainder

power( , )-> put power first

quotient( , )

rand ( ) > returns number from 0 to ).

vrondbetween ( , ) > returng nuwmber from ( , )

vound (

)

'}

\decimal place
sqvi () —=> returns squave root
sum(  )-> reiurns total
suwmit (ranqe, criteria, ")

S optional

avevage ( )

avevaqeif (range, criteria)

count ( ) = counts number of cells

coumntal ) -> counts evergthing

Countblank () > returns wambev of empty cells
countif (range, Critevia)

large (range, position)
| will b¢ the largest, 2 win be Second largest
max Crange) > same a5 large (range, 1)

median Crange)-> no Crror even if there 1§ text
Win (vange) -> Smallest number in vange
mode. Sngl ( 1-> highest frequency
ravk. eq, ( namber, array , 0/1 ) = if number s vepeated, it is considered a number on its own
> ascending
descending
Small (range, position)
S from smanest to largest
concat ( ) > joins 2 texts together
left Ctext, number of Characters)
right Ctext, number of Characters)
mid Ctext, Starting nuwber, number of characters)
= tind ("NR", banana) —> will return error
—> Case - sensitive
= Séarch ("NA ", banana) —> Mok (ase - sensitive

aoan o uan



days Cend_ time, Start_ time)
= pow () =>date t time
= fodayt) > dafe

10- Netwwkiug
wived network  vs
= 0 network of
devices connected
by physical cables

Ao

vy Tencs %0 lock more Snorgarned Soe  Mors organied wthout Cabley

crgrmestion 0 e g ress Sy

Local avea network (LAN):
<> Small 9eographical avea
e-9. home /office / school

widé area network CWAN):

-> large -scale geographical area

e-9. telephone lines

Client- Sevver network:
advantages
- centralised control

of data and resources

= easy) to schedule backwps
of all shared files at
requiar intervals

= S€cuvity may be enhanced
with the unse of specialised
software or operating
system features that are
designed for servers

advantaqges

= cheaper to set up as there
iS no cost related to dedicated
servers

= easy to set wp as no Specialised
Softwave or operating system
features are needed.-

2bvet )
e ~umter of wreen deveen

Vi00kup (value, vanqe, Colvmn humber, TRUE/FALSE )

v S exact maten
> Opprox. match

hlookup ( value, vange, vow number, TRUE [ FALSE)
index Crange, match (valve, range))

wireless netwovk

= @ network of devices in
whith signals are tramswitted
without the use of physical cables

disadvantaqges
= higher initial cost due

to the need for a sevver

- adwministrative costs needed
for the maintenance of server
oand clients

disadvantaqes

- move effort is required to access and
back up resources as they are stored
locally within each computer instead of
céntrally in a server

— security is an issue as access rignts
are net administered by a central server



Applcations Surtatie for both wired and wele P —
Herma Netwarks L hrve e Cge o e
.......

Range Ty ymater Wi By able Typecafy larger. esch sddmce of

Protocols: Standards & yules that 9overn communication over a network

Echo check:

when data is received, the receiver sends a copy of what was
received back to the sender so the Sendeér can cowm pave it
with what was orignally sent. I¥ the 2 sets of data are different,
the sender sends the data again

#* manual checking

Automatic Repeat Requests:

when data is received using ARG, the receiver sends a positive
acknowledgement CACK) back to the sender if no errors are

detected. On the other end, the sender waits for an acknowlegement
(either tve orv-ve) from the receiver to arrjve within a

predeteymined awmount of time

Modem:

- performs modulation & demodulation

= wmodulation:
converts digital data inte a form suitavle
for tramsmission

= dewmodulation:
=> yeverie process of modulation
=> converts transwitted signals back

digital data

- provides \nternet Service Provider CisP)
to the protocols used by local netwovk C LANS)
ina home network

Netwovk Interface Contfrolier CNIC):
= provides the hardwave interface to enable
the tromsfer of data between a device and
a network
= any device that Comnects to a metwork needs
to have an NIC
= for home networks, an NIC typically connects
to a network via an Etherntt cadvle or wirelessly
wsing wi-Fi

Network switch:

= Constructs o single metwork by connecting wultiple devices togetner

= for home network, switches are typically "sed to Construct a LAN
using Ethernet cables

= uses MAC addresses

wireless Access points-

- lefs wireless devices commect to o wired network

- typically has an Ethernet Conneéction to either
a switch or a router and allows wirgless devices
to join the network using Wi-Fi



Rowtey:
- forwards packets between separote networks
— Keeps the Connected networks separate omd
forwavds packets between them wsing Internct Protocols

. =

Security and Privacy

Security:
= practice of protecting the contidentiality , inteqrity

and availability to ng
" data in géneral!

inciple definition
contiaentiality  profection from unauthorisea access
inteqyit protection from unauthorised modification
availability ability te access the data in a timely and unmterrupred fashion

Privacy:
- practice of protecting the confidentiality
and control of personal data

Human actions:
= Physical:
> exposure of Storage media to physical
impact / extreme temperatures
=> data corrwption
= Non - physical:
= overwriting of data Gue o wuwipie
wsevs working on the same file that
is shared on a petwork
=> data corruption due to incovrect
data entry

Adware:

- maliciouns software

- installs itself without user’s know ledqe
and displays upwonted advertisements

Spyware:

= hidden walware

= gecretly colects pevsonal information abowt its users
ond franswits this information to attackers without
the usevs’ knowiedge

Cookies:
= Swmall picces of data Stored by the web browser
when a user yisits a website



Phishing:

= The use of emails, messages and fake websites
that appear to be from vreputavie companies
to Steal persona) data from users

Pharming:

- The interception of requests Sent from a
Computer to a legitimate website and the
redivection of those requests to a fake website
to steal personal data

Anti~ malware programs:

— detect when malware is abownt to be run
and stop it from running;,

= detect malwave that is already running
and tries to stopif;

= Scans the user’s computer fo detect
and réemove wmalware

Encryption: '
= process of ﬂlcoamz 0 message so that
a secret key is needed to decode the data

Firewall:
= 0 device ov computer progyam that prevents
unauthorised access to oy from a network

Personal Data Protection Act CPOPA):
= a law that qoverns the collection, protection
awd use of personal data in Singapore

- Intellectual Property

Inteliectual property:
= creations of the mind that have valve but
cam exist purely as data with no physical form
= must have:
|- 0riginality and Creativity
2- Fixation
3. Ownership

Copyrignt:

- 1eqal rights of owners t0 control the
wse awd distribution of their intellectual
property undér the Copyright Act

License:

= An official description of activities that
are autuorised / forbidden by the owner of
intcliectum property

Freeware:
= Proprictary software that is availabie for use at no cost

Free and open-source softwave CFOSS) :
- Software where users are given freedom t0 change, copy,
Study awd shave the software and its source code

Proprittary Software:
= Commercial Software for which mat of the 1€9al protections
under copyright are retained

Shareware:
- Demonstration Softwave that is distributed Fov free but fov
0 specific evalwation peviod oniy

Software piracy:
- illegal use amd distribution of cop\lrlgnted computer programs
in o manner that iS forbidden by théir license



Crack:
- R program that wmodifies software so that the Software
cannot defect that it is being used illegaiy

Software privacy:
= The crime of copying, distributing and / or usiu? opyriguted
software in a mamer that is wex permitied by its license

13. Impact of tomputing

Algoritams and Social medin:

I- To increase the site’s relevance
10 unsers

2. To incentivise the creation of
relevomt pos'l-s

3. To incréase adverfislng revenue

Protection from Online Falsehoods and Manipulation Act CPOFMA):
— it found to have engaqed in
prohibited activities under the
Act
-> subjected to pe fined or imprisoned
or both

I4.E Mevging Techhologiex

Artificial intelligence (R1):

- ability of a computer to perform compiex tasks
without Constant huwawm guidance and improve
its performance as more dafa is collected

Machine Leavning (ML):
= fechnigue used in Al awd explain the ditfevence
between wmachine leaminﬂ and traditional pvogramming

Common tasks performed by Al
= Facial recogniﬂon

~ Voice recognition

- Image classification

- Spam ﬁltcring

- Game playin

= Content generation
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